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Abstract

A major setba& for mobileagenttechnologyis a lack of
interopemability betweensystemdor mobile agentswhich
preventsthemfrom reacing “critical mass”. In this pa-
per, we analyzethe requirementsfor interopembility, and
presentdesignpatternswhich supportinteropembility be-
tweensystemdor mobileagents.We testedour patternsby
addingsupportfor Jadeagentsaswell asfor Tracy agents
within our own mobile agent serverSeMoA Theresultsof
our experimentsand our conclusionsare summarized.
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1. Intr oduction

A major setbackfor mobile agenttechnologyis — apart
from a frequently cited absenceof appropriatesecurity
mechanisms- a lack of interoperabilitybetweensystems
for mobile agents, which prevents mobile agentsfrom
reaching“critical mass”for widespreadapplication. In-
teroperabilityis requiredwhere systemsof differentven-
dorscomeinto contactwith eachother More preciselywe
defineinteropembility of systemdor mobile agentsasfol-
lows:

Definition. Two mobile agent systemsre inter-
opembleif a mobileagentof onesystencan mi-
grate to the secondsystemthe agent can inter-
actand communicatevith otheragents(local or
evenremoteagents) the agentcanleavethis sys-
tem,andit canresumdts executionon the next
interope@blesystem.

For complex systemst is prudentto definea concisesetof
interfacesandprotocolswhereagentsandtheir hostingsys-
temscomeinto contact.With regardto systemdor mobile
agentghesecontactpointsincludebut arenotlimited to the
following:

Communication : Messagdransportanddelivery,
: communicatiodanguage
Mobility : Agenttransportagentencoding
Security : Agentauthenticatiorandstateappraisal
General : Agentsetupandlifecycle,interfaces

At the time of writing, we are aware of only one at-
temptto provide meansof interoperabilityamongsystems
of mobile agentswhich is the MASIF proposal10]. FIPA
is also active in the standardizatiorof agentmobility is-
sues[5], but this particularthreadof FIPA's work focuses
onahigh level of abstractionand,to the bestof our knowl-
edge the documentdid not have muchpublic scrutiry yet.
Finally, therearealsosuggestiongor a standardize@dap-
tion layer, which allows mobile agentsto run on different
platforms[9].

It is fair to saythattheseexisting standardizatiorfforts
have not yet shawvn to be effectiveto provide actualinter-
operability amongsystemsfor mobile agentswith regard
to all but the first category in the table given above. This
lack of effectivenessalsoimpairsthe effectivenesof agent
communicationstandardsvhen appliedto mobile agents
becausalelivery of message$o mobile agentsrequiresa
systemdependeninterface.

Ratherthanfollowing thetop down approacho interop-
erability by meansof standardswe choseto take a bottom
up approactbhasedon voluntaryinteroperabilitywith other
systemsfor mobile agents. Hence,we designedour own
systemSeMoA[14] in away that,we hoped,would facili-
tatethetaskto providetrueinteroperabilitywith otheragent
systemsOur goalwasto let agentsof two well-known sys-
temsrunin our own systemunmodified.We chosethe Jade
systemandthe Tracy systemastargets. For simplicity, we
speakof the acmesystemwheneer we refer to a system
otherthanourown systemge.g.Jade1] andTragy [3].

The lessonswe learnedso far fall into two broad cat-
egories. First, we gainedinsightinto designpatternsthat
helpto build agentsystemsn away thatfacilitateprovision
of interoperability Second,we gainedinsightin designs
thatinhibit provision of interoperability In this paper we



wish to shareour experience andreportthe resultsof our
practicalexperiments.We concentrat®n agentsetup life-
cycle,andsysteminterfaces.

Section2 givesanoverview over theway mobile agents
aresetupin our own mobileagentsener SeMoA,andhow
theseagentsaccessener facilities suchasmobility.

2. Agent Setupand Lifecycles

SeMoAtakesa ratherparanoidstancewhenit comesto
settingup agents.A mobile agentis transportecy means
of aJavaArchive (JAR), which containghe serializedstate
of the agentamongother data. Before the agentis de--
serializedand one of its classess linked into the sener’s
JVM, the archie’s contentshave to passa configurable
pipeline of securityfilters. The filters we provide support
agentauthenticatiorandintegrity checksby meansof dig-
ital signaturesselectedevealingof datawith detectionof
protocolintervlieaving attacks[13], bytecodefiltering, and
more.

Oncethe agentis admittedto the sener, a threadgroup
and classloader are createdfor this agent. A launcher
threadis spavnedin this threadgroup, which takes care
of de-serializingthe agentand later on becomeshe first
threadof theagent.Althoughamaliciousclassof theagent
may ahuse callbacksin the Java SerializationFramevork
to seizecontrolof thethreadin which de-serializatiortakes
place, this doesnot give the agentaccessbeyond what it
would have beengrantedanyway.

Agentsrequestmigration by settinga ticket that points
to the desireddestination. However, the sener transports
the agentonly after all threadsin the agents threadgroup
have terminated. Again, we verify that serializationcall-
backswere not usedto spavn new threads. The invariant
we enforcein this way is that, at the time of agenttrans-
port, no classof that agentis on ary threads stackframe
ary more (unlessthe agentsuccessfullyattacled the sys-
tems,e.qg.it hijacksthe garbagecollectorthreadby means
of sneakinga maliciousimplementatiorof f i nal i ze()
aroundour byte codefilters).

Whenthe agentinstanceis de-serializedits classname
is comparedto a property that is signedalong with the
agents staticpartby theagents owner. In conjunctionwith
classsigning,this preventsadwersariegrom substitutinghe
principalagentclasswith anotherunnableclassthatmight
beincludedin theagent.

Once theagentinstancds de-serializedit is passedo a
lifecycleregistry (seefigurel), whichpasseg subsequently
to all registeredifecyclefactoriesuntil afactorysignalsthat
it is willing to handlethe agents class. This factory (see
also[7] for an introductionto the factory pattern)gener
atesa lifecycleinstancethat canhandlethe agents lifecy-
cle, andwrapsaroundthe agentinstance.Thelifecycle in-

stanceranslatebetweenSeMoAs native lifecycle andthe
lifecycle of theacmesystem.In particular it instantiatesll
necessargomponentshatmake the agentinstancebelieve
thatit is runningonits native system.

Subsequertb settingupthelifecycle,theprincipalagent
threads annotatedvith four facilitiesby meanof | nher -
i t abl eThreadLocal subclasses:

Mobility context: provides methods to set destination
tickets, retrieve the agents name, and accessmore
agent-specificlata.

Communication context: provides methodsfor sending
andreceving messages.

Environment: providesdictionaryoperationson a shared
spaceof objectswith ahierarchicahamespacdor the
keys. All operationsaresubjectto accessontrol,and
publishedobjectsmaybewrappednto proxysthatim-
plementvaryingdegreesof separatiorbetweercallers
andcalledobjects.

Variables context: provides read accessto an agents
propertiestakenfrom theagentsarchie.

These annotationsare inherited by all threadsthat are
spavned subsequentlyrom the annotatedhread. Hence,
they areavailableto all threadsof anagent. Accessto the
annotatedacilitiesis grantedbasedn anagent-specifitag
permission This is a permissionthat is uniquefor each
agentinstancein the sener, and is assignedonly to the
classesof that agent. This preventsthreadsof one agent
from accessinghe facilities that are assignedto another
agents threadsin the caseof a direct inter-agentmethod
invokation.

Thebottomline of thisis thatwe neednotrely onaspe-
cial agentclassin orderto make initial systemhooksavail-
ableto the agent,asis commonin contemporarymobile
agentsystems By default, SeMoA agentamustimplement
only theRunnabl e interface,althoughary otherinterface
or classcouldbe supporteceasilyaswell. Accessto prim-
itives suchas migration and communicationare provided
solely by meansof threadannotations.Theseapproaches,
theonebasednanabstracagentlassandtheonewetook,
arejuxtaposedn figures2 and3. Fromthe perspectie of
interoperability it is generallyadvantageoudo useinter
facesastypesratherthanabstracagentlasseshecausghis
allows an agentclassto maintaintype-compatibilitywith
multiple systemssimultaneously

Forinstanceweimplementedalifecyclefactoryfor Jade
agents. As a side effect, programmeramay write agents
basedon the abstractladeagentclass,useJadebehaiors,
and still accessSeMoAs facilities. SuchJadeagentsare
instantly mobile, and benefittransparentifrom SeMoAs
migrationandsecuritymechanisms.



3. CaseStudies

Thefirst stepwhenintegratingsupportfor anacmesys-
temis, of course,a thoroughanalysisof that systems ar-
chitectureandagentlifecycle. Ideally, the acmesystemis
availablein sourcecode,with appropriatedocumentation.
To somedegree, reverseengineeringtools are helpful, in
particularthosethat cangeneratdJML [15, 11] diagrams
from Java byte code.

The primary goal of this phaseis to distinguishagent
supportfrom its concreteimplementation. Typically, the
analysisstarts at the systems$ abstractagentclass. All
placesmustbeidentified,wherethis classis invoked. Anal-
ysis of theseplacesrevealssalientdetailsof the systems
agentlifecycle. Specialattentionmustbe givento thread
handling,and subtleassumptionghat are relevant for the
agents functioning. Often, suchdetailsor not excessiely
documentedor the documentatiorabstractsrom the par
ticularitiesof theimplementation.

Wheneer a methodof the abstractagentclassis in-
voked, its parametersand return valuesmustbe analyzed
for non-trivial types. Ideally, theseparametersre of the
following types:

e Interfaceclassestheuseof interfacedndicateghatthe
developersof the acmesystemanticipatedalternatve
implementation®f the systems functionality.

e Isolated helper classeswithout referencesto other
acmeclassestheseclasseganoftenbereusedvithout
modification.

e Classesthat resembleentry points to self-contained
subsystemshat needno specialadaptionand canbe
usedasawhole (in otherwords, modulesthatcanbe
treatedasa blackbox).

e Javastandardtlasses

Jades communicatiorpackages apositive exampleof a
self-containedubsystenthatcanbeadaptedtasily Where
parameterslo not fall into one of the aforementioneaat-
egories, the situationbecomescomplicated. The analysis
must recursefor theseclassesandin the end a decision
mustbetakento the effect whetherthe integrationis feasi-
ble andworth the effort.

The next phasedeals with the mechanismsused by
agentgo accessacilities suchasmigrationandcommuni-
cation. The fewer andthe more concisethesemechanisms
are, the easieris it to emulatethe acmesystem. Systems
thatclearly definealimited setof interfacesto this purpose
areeasietto interoperatavith thansystemgshathave depen-
denciesscatteredhll overtheimplementation.

Adaptionof agentcommunicatiorhasthe specificprob-
lem of addressingpeer agentscorrectly This is less

troublesomefor acme agentsthat are createdon a Se-
MoA sener. Many agentsystemsuse naming schemes
basedon the Uniform Resouce Locator [2] syntax, for
instancesomethinglike wonbat @wor k. or g: 40000/
st rangepl ace, where “wombat” is a namethat can
be chosenfreely by the agents creator However, Se-
MoA allows no free choice of an agents name, instead
an agents nameis computedimplictly® from a digital
signatureof its static part (see[12] for reference). If
the agentis createdon the SeMoA sener, and its im-
plicit nameis computedasf 42alccO thenthe agentcan
be given the namef 42alccO@wor k. or g: 40000/
st r angepl ace in orderto matchacmes syntax.

If the agenthasits origin elsevhere,andis assigneca
humanreadablenamesuchas “wombat”, then a suitable
mappingmechanisnmustbe usedby the lifecycle imple-
mentationin orderto translatebackandforth betweerthese
namesasrequired.

Our experienceup to the time of writing shows that
agentcommunications lessof a problemwhencompared
to agentmigration,though. Migration is oftenmoretightly
interwovenin a systems designandimplementation. For
instance SeMoAs securitypolicy requireghatmigrationis
initiated only after all threadsof the migratingagenthave
terminateda factthatis hardlytakeninto consideratiorby
programmer®f acmeagents.However, we do notwish to
sacrificeour securitypolicy to interoperability Termination
before migration preventsagentsfrom repeatedlyspavn-
ing copies,andrefusingto terminateafterwards thuseffec-
tively floodinganetwork of agentseners. It is worthnoting
thatthe full mobility protocol definedby FIPA enableghis
typeof attackby virtue of its specificationandrequireghat
at leastthe problemof asynchronoughreadterminationis
solved satishctory Consequentlya lifecycle implementa-
tion might have to deferexecutionof ago() statemento
thepointwhereit gotrid of stalethreadshatwerespavned
in the agents threadgroupeitherby the agentitself or asa
consequencef acall to, for instance Java’s Abstact \n-
dowToolkit (AWT).

In summary the acmesystemis probably straightfor
wardto adaptif it:

e is availablein sourcecode,andwell documentedno
surprisehere);

e confineghedependenciesetweeragentsaindthe sys-
temto aclearandwell-definedsetof interfaces;

e hasa modulardesign,and anticipatesalternatie im-
plementationgor its modules;

Limplicit namesconsistof SHA-1[6] digestshenceare20 byteslong.
For easeof reading,we give only 8 hexadecimalnibblesratherthanthe
whole40.



e modelsfacilities that are requiredby mobile agents
separately;

e provide featuresand servicesin the form of agents
ratherthanspecializectlassesvhich mustbe adapted
or treatedn specialways;

e paysattentionto security

To somedegree,securityhassimilar requirementssin-
teroperability— in both caseghereshouldnt be too mary
drawbridgesthatleadinto andout of your fortress because
you have to putguardsn front of each.

4. Jade

We usedJadeVersion2.01betaasthe basisof our ex-
perimentswith Jade.Jadehasa focuson agentcommuni-
cationandcooperatiorratherthanmobility. Consequently
the communicatiorsupportis well developedwhereaami-
grationhasonly mamginal support.Our goalwasto run Jade
agentdn SeMoA,withoutrecompilationandin away that
allows Jadeagentso communicatevith otherJadeagents,
wherethe peeragentcanbeeitheratthesameseneror ata
remotesener.

The adpationof Jadewas surprisingly straightforward,
anddid not causemajor problems. Jadeagentsareinitial-
izedwith aso-calledAgent Tool ki t implementatiorthat
functions, from an agents point of view, asthe principal
hook into the agentsystem. Agent Tool ki t is actually
aninterface;the JadelLi f ecycl e we developedfor Se-
MoA implementsthis interface,and mediatesetweenSe-
MoA andtheJadeagent.All mappingscouldbehandledn
theJadelLi f ecycl e. Figure4 shavs an UML diagram
of the classesnvolved. Bold classnamesdenoteclasseof
SeMoA, all otherclassesveretakenfrom Jade.

Jadesupportsscheduledbehaiors. This allows agents
to periodicallyrepeata specificaction,or beinvokedat par
ticular times. This requiresmanaginga global timer and
dispatchethread whichis aresponsibilityof the Agent -
Tool ki t implementationandposedno difficulty.

Communicationin Jade baseson CORBA [4], and
is well separatedin a self-containedpackage. Our
Jadeli f ecycl e reuseghis package.At boottime, Se-
MoA activatesa messagestubthatis responsibleboth for
dispatchingincoming messageaswell asrelayingoutgo-
ing messagesThe stubalsotakescareof translatingfrom
internal to external addressesnd vice versa. Our tests
confirmedthatintra- andinter-platformcommunicatiorbe-
tweenJadeagentsworks fine. Furthermorejnter-platform
alsoworksfine betweeragentsat Jadesenersand SeMoA
senerswith Jadesupport.

Thereis hardly ary criticism we could raiseon Jade$
designwith regard to our aims. A minor nuisancewas

causedy someclasseshatweredeclaredaspr ot ect ed
or packageprivate without obvious reason,amongthem
Agent Tool ki t. We changedthe accessmodifiersto
publ i c andrecompiledtheseclassesApartfrom this,we
hadto make no changes.

5. Tracy

Theintegrationof Tracy hadbeendonewith themostre-
centlyversion0.54 alpha. At time of writing, Tracy agents
in aSeMoAareableto run,communicateandmigrate.

In generathearchitectureof the Tracy adapterclassess
very similar to Jade. Figure5 illustratesthe designof our
TracyLi f ecycl e andrelatedclassessaUML diagram.
Again, bold classnamegdenoteclasseof SeMoA. Thedi-
agramshaws only a subsewf the classesve developedin
orderto supportTragy in SeMoA. Tracy distinguishese-
tweenmobile agentsand systemagents.Thefirst onesare
able to migrate, the latter have specialprivileges,e.g. to
opena graphicaluserinterface. Both inherit from the ab-
stractbaseclassAgent , whichweaccesdrom thelifecycle
classin orderto controltheagent.

The implementationof the interagentcommunication
mechanisnmwas straightforward. Tracy agentscommuni-
cateby meansof a blackboard. The blackboardactsasa
hierarchicalnamespacewhereagentscan depositobjects.
We wrappeda singleBl ackboar d instancein a SeMoA
serviceandpublishedt atboottimein theervironment.All
instancef TracyLi f ecycl e accesghis single black-
boardservicewheneeranagentwantsto reador write mes-
sages.

Tragy also usesan intra-agentcommunicationmecha-
nismwhich allows anagentto sendmessageto itself. This
is usedto controlthe agents stateof execution.In orderto
adaptthis behaviour, thelifecycle registersitself aslistener
attheagents messagejueue.In consequencthelifecycle
is ableto interceptandproceedall messagesf the particu-
lar agentinstance.

More difficult thansupportcommunicatiorwasto adapt
Tracgy’s migration metapher Whenerer an agentwantsto
migrate,it throws a Want ToM gr at e exception. By as-
supmtion,this kind of exceptionmay not be caughtwithin
theagent. It is caughtby a sener thread,which processes
the agents request.In orderto supportthis behaiour, the
r un methodof Tr acyLi f ecycl e is realizedasa loop.
In accordancevith SeMoAs secuirtypolicy, an agenthas
to throw the exceptiorf andterminateall spavnedthreads.

The adaptionof the migration processitself was very
simple. SeMoAs architeturesupportsdifferent transport
mechanismsyhich are distinguishedby protocol part of

2Besidesthe Want ToM gr at e exception, Tragy also definesthe
Want ToDi e exception,whichindicateshattheagentwantsto terminate.



thetarget's URL. Becausdracy agentsalwaysusethepro-
tocolt r acy for migration,we simply publisheda handler
instanceor this protocol. In fact, this handleractuallyuses
a simple soclet connectionfor transport. This allows the
agentto migratebetweendifferentSeMoA hosts.We soon
will provide aprotocolhandlerfor thereal Tracy migration
protocolin cooperatiorwith the Tracy authorsPeterBraun
andJanEismann®

6. Conclusions

In this paper we presenteda bottom-upapproachto-
wards interoperabilityof mobile agentsystems,which is
basedon voluntaryinteroperabilitybetweenselectedagent
systemsyratherthan a top-dovn approachdriven by stan-
dards.

In particular we presenteda number of design ap-
proachesthat facilitate the incorporationand support of
agentf othersystemsn our own mobileagentsener Se-
MoA. Oneof the key featuresof our designis the model-
ing of agentifecyclesby meansf specializedifecycleim-
plementationghat translatebetweena native lifecycle and
thelifecycle of adaptedystemsLifecycleimplementations
have the taskto make agentsbelieve thatthey arerunning
in anative ervironmentalthoughthey actuallydo not.

In the courseof pursuinginteroperabilitybetweendif-
ferentmobile agentsystemswve gainedconsiderablénsight
bothin the particularitiesof Java aswell asin thedo’sand
do not’s of mobileagentsystemdesign.

At thetime of writing, ourwork is farfrom completeyet
we canalreadydemonstrat@a successfuintegrationof Jade
and Tragy agents. Furthermorewe work at an integration
of Aglets [8], a popularmobile agentsystem. Our future
work will addressnigrationprotocolsof acmesystemsso
thatagentsareableto migratebackandforth to andfrom
SeMoAandacmesystems.
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<<abstract>> AgentSystem
Lifecycle

registerLifecycle()
getinstance()
<<abstract>> run()
<<abstract>> stop() <<abstract>>
MobileAgent

Foolifecycle

FooAgent

run()
stop()

Figure 1. In SeMoA, an agent’s lifecycle is mod- Figure 2. Agents extend a well-kno wn abstract
elled as a factor y pattern rather than hardcoded class that provides the basic hooks into the sys-
into the agent system. tem.

AgentSystem

<<Interface>> Communication MigrationHook AnyHook
MobileAgent Hook

.

FooAgent

Figure 3. Agents implement an interface as the primary type. Hooks into the hosting system are
modelled as separate facilities. In the case of SeMoA, an agent’s threads are annotated with facilities
such as agent mobility , comm unication, and access to shared object instances.



<<Interface>>
AgentToolkit <1

FooAgent Agent >

JadelLifecycle

<<abstract>>

—1> Lifecycle

Jade

.
N
N
N
.
N
N
N
N
ﬁ—‘

SeMoA

Figure 4. UML class diagram showing an implementation of the lifecycle pattern for inter operability

with Jade agents.

<<Interface>>

MobileAgent _
9 Agentlinterface < - -

Sy stemAgent <<Interface>>
I Sy stemAgentinterface <t -

Tracy

TracyLifecycle

\
\
Agent % ]
\
\

<<abstract>>

—( —>| Lifecycle

SeMoA

Figure 5. UML class diagram showing an implementation of the lifecycle pattern for inter operability

with Tracy agents.



