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Abstract

A major setback for mobileagenttechnology is a lack of
interoperability betweensystemsfor mobile agentswhich
preventsthemfrom reaching “critical mass”. In this pa-
per, we analyzethe requirementsfor interoperability, and
presentdesignpatternswhich supportinteroperability be-
tweensystemsfor mobileagents.We testedour patternsby
addingsupportfor Jadeagentsaswell as for Tracyagents
within our ownmobileagentserverSeMoA.Theresultsof
our experimentsandour conclusionsaresummarized.
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1. Intr oduction

A major setbackfor mobileagenttechnologyis – apart
from a frequently cited absenceof appropriatesecurity
mechanisms– a lack of interoperabilitybetweensystems
for mobile agents, which prevents mobile agentsfrom
reaching“critical mass” for widespreadapplication. In-
teroperabilityis requiredwheresystemsof different ven-
dorscomeinto contactwith eachother. More precisely, we
defineinteroperability of systemsfor mobileagentsasfol-
lows:

Definition. Two mobileagent systemsare inter-
operableif a mobileagentof onesystemcanmi-
grate to the secondsystem,the agent can inter-
act andcommunicatewith otheragents(local or
evenremoteagents),theagentcanleavethis sys-
tem,and it can resumeits executionon the next
interoperablesystem.

For complex systemsit is prudentto definea concisesetof
interfacesandprotocolswhereagentsandtheirhostingsys-
temscomeinto contact.With regardto systemsfor mobile
agentsthesecontactpointsincludebut arenot limited to the
following:

Communication : Messagetransportanddelivery,
: communicationlanguage

Mobility : Agenttransport,agentencoding
Security : Agentauthenticationandstateappraisal
General : Agentsetupandlifecycle, interfaces

At the time of writing, we are aware of only one at-
temptto provide meansof interoperabilityamongsystems
of mobileagents,which is theMASIF proposal[10]. FIPA
is also active in the standardizationof agentmobility is-
sues[5], but this particularthreadof FIPA’s work focuses
onahigh level of abstraction,and,to thebestof ourknowl-
edge,thedocumentdid not have muchpublic scrutiny yet.
Finally, therearealsosuggestionsfor a standardizedadap-
tion layer, which allows mobile agentsto run on different
platforms[9].

It is fair to saythat theseexisting standardizationefforts
have not yet shown to be effectiveto provide actualinter-
operability amongsystemsfor mobile agentswith regard
to all but the first category in the tablegiven above. This
lack of effectivenessalsoimpairstheeffectivenessof agent
communicationstandardswhen applied to mobile agents
becausedelivery of messagesto mobile agentsrequiresa
systemdependentinterface.

Ratherthanfollowing thetop down approachto interop-
erability by meansof standards,we choseto take a bottom
up approachbasedon voluntaryinteroperabilitywith other
systemsfor mobile agents. Hence,we designedour own
systemSeMoA[14] in a way that,we hoped,would facili-
tatethetaskto providetrueinteroperabilitywith otheragent
systems.Ourgoalwasto let agentsof two well-known sys-
temsrun in ourown systemunmodified.We chosetheJade
systemandtheTracy systemastargets.For simplicity, we
speakof the acmesystemwhenever we refer to a system
otherthanourown system,e.g.Jade[1] andTracy [3].

The lessonswe learnedso far fall into two broadcat-
egories. First, we gainedinsight into designpatternsthat
helpto build agentsystemsin awaythatfacilitateprovision
of interoperability. Second,we gainedinsight in designs
that inhibit provision of interoperability. In this paper, we



wish to shareour experience,andreport the resultsof our
practicalexperiments.We concentrateon agentsetup,life-
cycle,andsysteminterfaces.

Section2 givesanoverview over theway mobileagents
aresetup in ourown mobileagentserverSeMoA,andhow
theseagentsaccessserver facilitiessuchasmobility.

2. Agent Setupand Lifecycles

SeMoAtakesa ratherparanoidstancewhenit comesto
settingup agents.A mobileagentis transportedby means
of a JavaArchive(JAR), whichcontainstheserializedstate
of the agentamongother data. Before the agentis de--
serializedandoneof its classesis linked into the server’s
JVM, the archive’s contentshave to passa configurable
pipelineof securityfilters. The filters we provide support
agentauthenticationandintegrity checksby meansof dig-
ital signatures,selectedrevealingof datawith detectionof
protocol intervleaving attacks[13], bytecodefiltering, and
more.

Oncetheagentis admittedto theserver, a threadgroup
and class loader are createdfor this agent. A launcher
threadis spawned in this threadgroup, which takes care
of de-serializingthe agentand later on becomesthe first
threadof theagent.Althoughamaliciousclassof theagent
may abusecallbacksin the Java SerializationFramework
to seizecontrolof thethreadin whichde-serializationtakes
place,this doesnot give the agentaccessbeyond what it
wouldhavebeengrantedanyway.

Agentsrequestmigrationby settinga ticket that points
to the desireddestination. However, the server transports
the agentonly after all threadsin the agent’s threadgroup
have terminated. Again, we verify that serializationcall-
backswerenot usedto spawn new threads.The invariant
we enforcein this way is that, at the time of agenttrans-
port, no classof that agentis on any thread’s stackframe
any more (unlessthe agentsuccessfullyattacked the sys-
tems,e.g. it hijacksthe garbagecollectorthreadby means
of sneakinga maliciousimplementationof finalize()
aroundourbytecodefilters).

Whentheagentinstanceis de-serialized,its classname
is comparedto a property that is signedalong with the
agent’sstaticpartby theagent’sowner. In conjunctionwith
classsigning,thispreventsadversariesfrom substitutingthe
principalagentclasswith anotherrunnableclassthatmight
beincludedin theagent.

Once,theagentinstanceis de-serialized,it is passedto a
lifecycleregistry(seefigure1),whichpassesit subsequently
to all registeredlifecyclefactoriesuntil afactorysignalsthat
it is willing to handlethe agent’s class. This factory (see
also [7] for an introductionto the factory pattern)gener-
atesa lifecycleinstancethat canhandlethe agent’s lifecy-
cle, andwrapsaroundtheagentinstance.The lifecycle in-

stancetranslatesbetweenSeMoA’s native lifecycle andthe
lifecycleof theacmesystem.In particular, it instantiatesall
necessarycomponentsthatmake theagentinstancebelieve
thatit is runningon its nativesystem.

Subsequentto settingupthelifecycle,theprincipalagent
threadis annotatedwith four facilitiesbymeansof Inher-
itableThreadLocal subclasses:

Mobility context: provides methods to set destination
tickets, retrieve the agent’s name, and accessmore
agent-specificdata.

Communication context: provides methodsfor sending
andreceiving messages.

Envir onment: providesdictionaryoperationson a shared
spaceof objects,with ahierarchicalnamespacefor the
keys. All operationsaresubjectto accesscontrol,and
publishedobjectsmaybewrappedinto proxysthatim-
plementvaryingdegreesof separationbetweencallers
andcalledobjects.

Variablescontext: provides read accessto an agent’s
properties,takenfrom theagent’sarchive.

These annotationsare inherited by all threadsthat are
spawnedsubsequentlyfrom the annotatedthread. Hence,
they areavailableto all threadsof an agent.Accessto the
annotatedfacilitiesis grantedbasedonanagent-specifictag
permission. This is a permissionthat is uniquefor each
agentinstancein the server, and is assignedonly to the
classesof that agent. This preventsthreadsof one agent
from accessingthe facilities that are assignedto another
agent’s threadsin the caseof a direct inter-agentmethod
invokation.

Thebottomline of this is thatweneednot rely onaspe-
cial agentclassin orderto make initial systemhooksavail-
able to the agent,as is commonin contemporarymobile
agentsystems.By default,SeMoAagentsmustimplement
only theRunnable interface,althoughany otherinterface
or classcouldbesupportedeasilyaswell. Accessto prim-
itivessuchas migration and communicationare provided
solely by meansof threadannotations.Theseapproaches,
theonebasedonanabstractagentclassandtheonewetook,
arejuxtaposedin figures2 and3. Fromthe perspective of
interoperability, it is generallyadvantageousto useinter-
facesastypesratherthanabstractagentclasses,becausethis
allows an agentclassto maintaintype-compatibilitywith
multiplesystemssimultaneously.

For instance,weimplementedalifecyclefactoryfor Jade
agents. As a side effect, programmersmay write agents
basedon the abstractJadeagentclass,useJadebehaviors,
and still accessSeMoA’s facilities. SuchJadeagentsare
instantlymobile, andbenefittransparentlyfrom SeMoA’s
migrationandsecuritymechanisms.



3. CaseStudies

Thefirst stepwhenintegratingsupportfor anacmesys-
tem is, of course,a thoroughanalysisof that system’s ar-
chitectureandagentlifecycle. Ideally, the acmesystemis
available in sourcecode,with appropriatedocumentation.
To somedegree,reverseengineeringtools are helpful, in
particularthosethat cangenerateUML [15, 11] diagrams
from Javabytecode.

The primary goal of this phaseis to distinguishagent
supportfrom its concreteimplementation. Typically, the
analysisstartsat the system’s abstractagentclass. All
placesmustbeidentified,wherethisclassis invoked.Anal-
ysis of theseplacesrevealssalientdetailsof the system’s
agentlifecycle. Specialattentionmustbe given to thread
handling,andsubtleassumptionsthat are relevant for the
agent’s functioning. Often,suchdetailsor not excessively
documented,or the documentationabstractsfrom the par-
ticularitiesof theimplementation.

Whenever a methodof the abstractagentclassis in-
voked, its parametersandreturn valuesmustbe analyzed
for non-trivial types. Ideally, theseparametersare of the
following types:

� Interfaceclasses;theuseof interfacesindicatesthatthe
developersof the acmesystemanticipatedalternative
implementationsof thesystem’s functionality.

� Isolated helper classeswithout referencesto other
acmeclasses;theseclassescanoftenbereusedwithout
modification.

� Classesthat resembleentry points to self-contained
subsystemsthat needno specialadaptionandcanbe
usedasa whole (in otherwords,modulesthat canbe
treatedasa blackbox).

� Javastandardclasses

Jade’scommunicationpackageis apositiveexampleof a
self-containedsubsystemthatcanbeadaptedeasily. Where
parametersdo not fall into oneof the aforementionedcat-
egories,the situationbecomescomplicated. The analysis
must recursefor theseclasses,and in the end a decision
mustbetakento theeffect whethertheintegrationis feasi-
bleandworth theeffort.

The next phasedeals with the mechanismsused by
agentsto accessfacilitiessuchasmigrationandcommuni-
cation. Thefewer andthemoreconcisethesemechanisms
are, the easieris it to emulatethe acmesystem. Systems
thatclearlydefinea limited setof interfacesto this purpose
areeasierto interoperatewith thansystemsthathavedepen-
denciesscatteredall over theimplementation.

Adaptionof agentcommunicationhasthespecificprob-
lem of addressingpeer agentscorrectly. This is less

troublesomefor acme agentsthat are createdon a Se-
MoA server. Many agentsystemsuse naming schemes
basedon the Uniform Resource Locator [2] syntax, for
instancesomethinglike wombat@gwork.org:40000/
strangeplace, where “wombat” is a name that can
be chosenfreely by the agent’s creator. However, Se-
MoA allows no free choice of an agent’s name, instead
an agent’s name is computedimplictly1 from a digital
signatureof its static part (see [12] for reference). If
the agent is createdon the SeMoA server, and its im-
plicit nameis computedasf42a1cc0 thenthe agentcan
be given the name f42a1cc0@gwork.org:40000/
strangeplace in orderto matchacme’ssyntax.

If the agenthasits origin elsewhere,and is assigneda
humanreadablenamesuchas “wombat”, then a suitable
mappingmechanismmustbe usedby the lifecycle imple-
mentationin orderto translatebackandforth betweenthese
namesasrequired.

Our experienceup to the time of writing shows that
agentcommunicationis lessof a problemwhencompared
to agentmigration,though.Migration is oftenmoretightly
interwoven in a system’s designandimplementation.For
instance,SeMoA’ssecuritypolicy requiresthatmigrationis
initiated only after all threadsof the migratingagenthave
terminated,a fact that is hardly takeninto considerationby
programmersof acmeagents.However, we do not wish to
sacrificeoursecuritypolicy to interoperability. Termination
beforemigration preventsagentsfrom repeatedlyspawn-
ing copies,andrefusingto terminateafterwards,thuseffec-
tively floodinganetwork of agentservers.It is worthnoting
that the full mobility protocoldefinedby FIPA enablesthis
typeof attackby virtueof its specification,andrequiresthat
at leastthe problemof asynchronousthreadterminationis
solvedsatisfactory. Consequently, a lifecycle implementa-
tion might have to deferexecutionof a go() statementto
thepointwhereit got rid of stalethreadsthatwerespawned
in theagent’s threadgroupeitherby theagentitself or asa
consequenceof a call to, for instance,Java’s Abstract Win-
dowToolkit (AWT).

In summary, the acmesystemis probablystraightfor-
wardto adaptif it:

� is availablein sourcecode,andwell documented(no
surprisehere);

� confinesthedependenciesbetweenagentsandthesys-
temto aclearandwell-definedsetof interfaces;

� hasa modulardesign,andanticipatesalternative im-
plementationsfor its modules;

1Implicit namesconsistof SHA-1 [6] digests,henceare20byteslong.
For easeof reading,we give only 8 hexadecimalnibblesratherthanthe
whole40.



� modelsfacilities that are requiredby mobile agents
separately;

� provide featuresand servicesin the form of agents
ratherthanspecializedclasseswhich mustbeadapted
or treatedin specialways;

� paysattentionto security.

To somedegree,securityhassimilar requirementsasin-
teroperability– in both casesthereshouldn’t be too many
drawbridgesthatleadinto andout of your fortress,because
youhaveto put guardsin front of each.

4. Jade

We usedJadeVersion2.01betaas the basisof our ex-
perimentswith Jade.Jadehasa focuson agentcommuni-
cationandcooperationratherthanmobility. Consequently,
the communicationsupportis well developedwhereasmi-
grationhasonly marginalsupport.Ourgoalwasto runJade
agentsin SeMoA,without recompilation,andin a way that
allows Jadeagentsto communicatewith otherJadeagents,
wherethepeeragentcanbeeitherat thesameserveror ata
remoteserver.

The adpationof Jadewas surprisinglystraightforward,
anddid not causemajorproblems.Jadeagentsareinitial-
izedwith aso-calledAgentToolkit implementationthat
functions,from an agent’s point of view, as the principal
hook into the agentsystem. AgentToolkit is actually
an interface;theJadeLifecycle we developedfor Se-
MoA implementsthis interface,andmediatesbetweenSe-
MoA andtheJadeagent.All mappingscouldbehandledin
theJadeLifecycle. Figure4 shows an UML diagram
of theclassesinvolved. Bold classnamesdenoteclassesof
SeMoA,all otherclassesweretakenfrom Jade.

Jadesupportsscheduledbehaviors. This allows agents
to periodicallyrepeataspecificaction,or beinvokedatpar-
ticular times. This requiresmanaginga global timer and
dispatcherthread,which is a responsibilityof theAgent-
Toolkit implementation,andposedno difficulty.

Communicationin Jade baseson CORBA [4], and
is well separatedin a self-containedpackage. Our
JadeLifecycle reusesthis package.At boot time, Se-
MoA activatesa messagestubthat is responsibleboth for
dispatchingincomingmessagesaswell asrelayingoutgo-
ing messages.Thestubalsotakescareof translatingfrom
internal to external addressesand vice versa. Our tests
confirmedthatintra-andinter-platformcommunicationbe-
tweenJadeagentsworksfine. Furthermore,inter-platform
alsoworksfine betweenagentsat JadeserversandSeMoA
serverswith Jadesupport.

Thereis hardly any criticism we could raiseon Jade’s
designwith regard to our aims. A minor nuisancewas

causedby someclassesthatweredeclaredasprotected
or packageprivate without obvious reason,amongthem
AgentToolkit. We changedthe accessmodifiers to
public andrecompiledtheseclasses.Apart from this,we
hadto makenochanges.

5. Tracy

Theintegrationof Tracy hadbeendonewith themostre-
centlyversion0.54alpha.At time of writing, Tracy agents
in a SeMoAareableto run,communicate,andmigrate.

In generalthearchitectureof theTracy adapterclassesis
very similar to Jade.Figure5 illustratesthe designof our
TracyLifecycle andrelatedclassesasaUML diagram.
Again,bold classnamesdenoteclassesof SeMoA.Thedi-
agramshows only a subsetof the classeswe developedin
orderto supportTracy in SeMoA.Tracy distinguishesbe-
tweenmobileagentsandsystemagents.Thefirst onesare
able to migrate,the latter have specialprivileges,e.g. to
opena graphicaluserinterface. Both inherit from the ab-
stractbaseclassAgent, whichweaccessfrom thelifecycle
classin orderto controltheagent.

The implementationof the inter-agentcommunication
mechanismwasstraightforward. Tracy agentscommuni-
cateby meansof a blackboard.The blackboardactsasa
hierarchicalnamespacewhereagentscandepositobjects.
We wrappeda singleBlackboard instancein a SeMoA
serviceandpublishedit atboottimein theenvironment.All
instancesof TracyLifecycle accessthis singleblack-
boardservicewheneveranagentwantsto reador write mes-
sages.

Tracy also usesan intra-agentcommunicationmecha-
nismwhichallowsanagentto sendmessagesto itself. This
is usedto control theagent’s stateof execution.In orderto
adaptthis behaviour, thelifecycle registersitself aslistener
at theagent’s messagequeue.In consequencethelifecycle
is ableto interceptandproceedall messagesof theparticu-
lar agentinstance.

More difficult thansupportcommunicationwasto adapt
Tracy’s migrationmetapher. Whenever an agentwantsto
migrate,it throws a WantToMigrate exception. By as-
supmtion,this kind of exceptionmaynot becaughtwithin
the agent. It is caughtby a server thread,which processes
the agent’s request.In orderto supportthis behaviour, the
run methodof TracyLifecycle is realizedasa loop.
In accordancewith SeMoA’s secuirtypolicy, an agenthas
to throw theexception2 and terminateall spawnedthreads.

The adaptionof the migration processitself was very
simple. SeMoA’s architeturesupportsdifferent transport
mechanisms,which are distinguishedby protocol part of

2Besidesthe WantToMigrate exception, Tracy also definesthe
WantToDie exception,whichindicatesthattheagentwantsto terminate.



thetarget’sURL. BecauseTracy agentsalwaysusethepro-
tocoltracy for migration,we simply publisheda handler
instancefor this protocol.In fact,this handleractuallyuses
a simplesocket connectionfor transport. This allows the
agentto migratebetweendifferentSeMoAhosts.We soon
will providea protocolhandlerfor therealTracy migration
protocolin cooperationwith theTracy authors,PeterBraun
andJanEismann.3

6. Conclusions

In this paper, we presenteda bottom-upapproachto-
wards interoperabilityof mobile agentsystems,which is
basedon voluntaryinteroperabilitybetweenselectedagent
systems,ratherthana top-down approachdriven by stan-
dards.

In particular, we presenteda number of design ap-
proachesthat facilitate the incorporationand supportof
agentsof othersystemsin our own mobileagentserverSe-
MoA. Oneof the key featuresof our designis the model-
ing of agentlifecyclesby meansof specializedlifecycleim-
plementationsthat translatebetweena native lifecycle and
thelifecycleof adaptedsystems.Lifecycleimplementations
have the taskto make agentsbelieve that they arerunning
in a nativeenvironmentalthoughthey actuallydo not.

In the courseof pursuinginteroperabilitybetweendif-
ferentmobileagentsystemswegainedconsiderableinsight
both in theparticularitiesof Java aswell asin thedo’s and
donot’sof mobileagentsystemdesign.

At thetimeof writing, ourwork is farfrom complete,yet
wecanalreadydemonstrateasuccessfulintegrationof Jade
andTracy agents.Furthermorewe work at an integration
of Aglets [8], a popularmobile agentsystem. Our future
work will addressmigrationprotocolsof acmesystems,so
that agentsareableto migratebackandforth to andfrom
SeMoAandacmesystems.
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Figure 1. In SeMoA, an agent’s lif ecycle is mod-
elled as a factor y pattern rather than hardcoded
into the agent system.
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Figure 2. Agents extend a well-kno wn abstract
class that provides the basic hooks into the sys-
tem.
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Figure 3. Agents implement an interface as the primar y type . Hooks into the hosting system are
modelled as separate facilities. In the case of SeMoA, an agent’s threads are annotated with facilities
suc h as agent mobility , comm unication, and access to shared object instances.
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Figure 4. UML class diagram sho wing an implementation of the lif ecycle pattern for inter operability
with Jade agents.
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Figure 5. UML class diagram sho wing an implementation of the lif ecycle pattern for inter operability
with Tracy agents.


